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1 Cisco Universal Power Over Ethernet
	IEEE802.3at defines POE+ standard for delivery of up to 30W of inline power over cat5e cable on 2-pairs (ALT-A or ALT-B pairs) of RJ45.  Cisco’s proprietary Universal Power Over Ethernet (UPOE) introduces World’s first power-extended network.  UPOE can deliver up to 60W of inline power by utilizing all 4-pairs (both ALT-A and ALT-B pairs) of RJ45 over cat5e cabling.  
	
This whitepaper talks about the Layer 2  - Link Layer Description Protocol (LLDP) used for enabling Cisco UPOE.  All power levels defined in this white paper refer to “Power available at the PSE”.  Cable loss should be considered while translating this into power available at the PD.

There is a “Forced UPOE” method, where PD can get UPOE power by presenting class4 classification signature on both ALT-A and ALT-B pairs in lieu of LLDP.  This method wont be discussed in this document – ask for or refer to the Introduction to UPOE presentation.

2 Link Layer Discovery Protocol – A Brief Introduction
	Link Layer Discovery Protocol (LLDP) is a layer 2 protocol.  The IEEE 802.3at specifies the LLDP protocol for layer-2 based inline power negotiation between the PSE and the PD and for requesting/granting power beyond 15.4W, up to 30W.  This is defined as the “Power via MDI TLV” in IEEE802.3at.

Cisco UPOE uses the same LLDP power negotiation mechanism and algorithms as that of IEEE802.3at for inline power negotiation with an extended range of allowing requests up to 60W contingent on PSE hardware capability and power budget.

3 LLDP for UPOE
	Before proceeding to power negotiation in UPOE – a 4-pair handshake establishing the following is needed

· The PSE and PD need to advertise their support for 4-pair PoE to each other.
· The PD needs to indicate to the PSE its 4-pair architecture. There are two possible PD architectures, which require the PSE to follow a different power-enable procedure depending on the architecture. 
· Independent PD architecture: The ALT-A and ALT-B pairs have their own PD circuit/chip.  This requires detection/classification/power-enable on the Alt-A and ALT-B pair independently.
· Shared PD architecture: The PD circuit is shared between Alt-A and ALT-B pairs.  This architecture requires only a Power-Enable operation on the ALT-B pair and does not support IEEE detection and classification on the ALT-B pair once the ALT-A pair is powered. 
· The protocol should allow the PD to indicate to the PSE that it needs to enable power on the ALT-B pair.
· The protocol should enable power negotiation beyond 30W, so that devices are able to accurately advertise their high power requirements and the switch is able to budget the power allocation in an efficient manner.
· It should let the PSE to indicate to the PD that the power on the ALT-B pair has been successfully enabled so that the PD can then negotiate for additional power allocation above 30W upto 60W from the switch to power additional hardware.

Cisco defines a Layer-2 based scheme for UPOE capabilities handshake before inline power negotiation between PSE and PD for UPOE power levels (upto 60W). 

Cisco UPOE addresses the following requirements:
· The LLDP protocol supports both the UPOE PD architectures defined (independent and shared architecture).
· No violations to any of the specifications of IEEE 802.3at standard with LLDP implementation for “shared PD architecture” until it is determined that the peer device is also capable of UPOE.
· For “Independent Architecture with LLDP” and “Forced UPOE” implementations, no Violations to IEEE802.3at with the only exception of the case “when a PD becomes powered via the PI, it shall present a non-valid detection signature on set of pairs from which is not drawing power” as stated in 33.3.4 in IEEE802.3at.
· The LLDP protocol is backward compatible with existing inline power negotiation protocols and feature functionality.

4 [bookmark: __RefHeading__11_632638943]Functional Overview
	To address the UPOE requirements, Cisco introduces a new TLV in LLDP specific to the 4-Pair PoE functionality. This approach is simple and is resilient to packet loss/latency.  It is mandatory for any PD requiring UPOE to implement this TLV and have them enabled administratively or by default.

4.1 LLDP TLV 

A new subtype for the Cisco-specific OUI TLV is defined. This TLV is the "4-wire Power-via-MDI" TLV. This TLV is present in the LLDP packet in all modes of operation, i.e. 803.3af, 802.3at and beyond. Since this is an OUI TLV, it can be used as an advertisement mechanism so that the PD can advertise its 4-pair related capabilities/requirements to the PSE, and the PSE can accordingly power the PD.

Following is the LLDP frame format:
TLV Type
TLV Information String Length
Cisco OUI Identifier
Cisco OUI Subtype
PSE/PD Capabilities


7 bits
9 bits
3 octets
1 octet
1 octet



Fig.1 4-wire Power-Via-MDI TLV

This TLV is required to be implemented by PDs and PSEs needing or implementing UPOE (4-pair PoE) respectively. 

The values of the fields in the TLV are as follows:
TLV Type = 127 (Org Specific TLV)
TLV String Length = 5  (5 bytes)
Cisco OUI Identifier = 00-01-42 (0x000142)
Cisco OUI Subtype = 1

4.2 TLV Definition

The PD/PSE Capabilities field has the bits defined as follows:

	Bit
	Function
	Value/Meaning

	0
	UPOE (4-pair PoE) Supported
	0 = No
1 = Yes

	1
	ALT-B pair Detection/Classification  required
	0 = No
1 = Yes

	2
	PD ALT-B Pair Desired State
	0 = Not Desired
1 = Desired

	3
	PSE ALT-B Pair Operational State
	0 = Disabled
1 = Enabled

	B 4:7
	Reserved
	




Bit 0: When advertised by the PD, it refers to whether the PD supports UPOE or not. When advertised by the PSE, it refers to whether the PSE supports UPOE. Bits 1-5 have any significance only when Bit 0 is set.
Bit 1: When advertised by the PD, it refers to the 4-Pair PD Architecture type, i.e. whether it is a shared PD architecture between ALT-A and ALT-B pairs, or an independent ALT-A and ALT-B pair PD architecture. If it is a shared PD architecture, this bit is set to 0. If it is an independent pair PD architecture, this bit is set to 1. The PD always sets this bit depending on its architecture and it remains constant for a particular PD device. When first advertised by the PSE, this bit has no significance. Once the PSE receives the PD architecture information, it echoes this in its advertisement back to the PD.
Bit 2: This bit is used by the PD to indicate to the PSE, when it wants power on the ALT-B pair to be enabled or disabled. The PSE echoes this bit value as per the advertisement it last received from the PD.
Bit 3: The PSE sets this bit in its TLV when it has successfully enabled power on the ALT-B pair. This bit is only actively set by the PSE. The PD echoes the value of this bit it last received from the PSE. The PD only requests for power in the 30W+ range when this bit is set.

4.3 UPOE LLDP Operation
[image: ]

Fig 2.  LLDP handshake for UPOE between PSE and PD


Note: Above diagram is for illustrative purposes. It assumes that the PD as an shared PD architecture. Actual TLV values will depend on the PD architecture. 


The PD is initially powered up as per IEEE 802.3at specifications on the ALT-A pair only. The PD and PSE are always advertising their respective UPOE capabilities through the “4-wire Power-via-MDI” LLDP TLV. When a PD receives this TLV from the PSE with Bit-0 set, it knows it is a UPOE capable PSE and hence it can request for a power level beyond 30W. 

The PD may request for the ALT-B pair to be enabled at any point of time after the PD is powered on the ALT-A pair. The PD signals this to the PSE through layer 2 using the 4-Pair TLV by setting the “PD ALT-B Pair Desired State” bit. The PSE responds to this TLV by echoing the request to enable ALT-B pair bit. On receiving this request, if the PSE is capable of UPOE, it sends a request to the PoE port firmware to enable power on the ALT-B pair. It takes finite time duration for the power to be enabled on the ALT-B pair as the port goes thorough a sequence of events. 

When the PSE has successfully enabled power on the ALT-B pair, it sets the “PSE ALT-B Pair Operational State” and sends this TLV to the PD to indicate that it has successfully powered on the ALT-B pair.

If the PD needs to request power in excess of 30W, it may do so only after receiving a TLV from the PSE indicating that the PSE ALT-B Pair Operational state is enabled. If the ALT-B pair power is not enabled, a request for power greater than 30W is ignored by the PSE. Once ALT-B pair is enabled and advertised by PSE, PD can request for power greater than 30W using the standard IEEE802.3at “Power-via-MDI TLV”(refer to figure 3 below) – the PD requested and PSE allocated power values can go upto 510. 
[image: ]
Fig 3.  IEEE802.3at Power-Via-MDI TLV 

If the PSE has enough power budget and if permitted by configuration, it then allocates the requested power to the port, and advertises this back to the PD in the “Power Allocated” field of the Power-via-MDI LLDP TLV. The PD can proceed to power on additional hardware/accessories only when it receives a response back from the PSE that the requested power has been allocated.

If the PSE does not have sufficient power budget or configuration which restricts the maximum power to the port which is lesser than the PD's requested power, then the switch simply responds back with the currently allocated power to the PD, and the PD cannot power on its additional hardware even though the port may be powered on 4-pairs. Thus, the PD should only power hardware based on the “Allocated Power” field in “power-via-MDI TLV” that has been advertised by the PSE, and NOT depending on whether the power is enabled on 4-pairs or not.

Power is always provided on all 4 pairs whenever operating in a 4-pair mode. Individual power request for ALT-A and ALT-B pairs are not possible.

It is up to the PD implementation to disable the ALT-B pair power as needed. The PD may negotiate down for power back into the 802.3at / 802.3af thresholds and still continue to be powered on all 4 pairs.  After negotiating power down to 30W or less, if the PD wants to turn power off on the ALT-B pair, it can signal it via the “PD ALT-B Pair Desired State” bit. Turning the power off on the ALT-B pair is also an asynchronous process for the PSE firmware, and hence, similar to the power-on mechanism, the PSE sends out a TLV with the “PSE ALT-B Pair Operational State” bit reset to indicate that the ALT-B pair has been turned off. 

An added advantage of having the PD powered on 4-pairs is that the cable loss is lesser for lower currents and hence power delivered over 4-pairs is more energy efficient than 2-pair.

5 Conclusion
The new LLDP - TLV defined in this white paper enables UPOE for a lot of end devices through a simple, easy and standard mechanism.  With appropriate PD circuit and LLDP any end device is ready to get the extended power of up to 60W offered by UPOE.

6 Glossary

ALT-A :: Alternative-A pair as defined by  IEEE – Also referred to as  signal pair or in other words pairs (1,2) & (3,6) of RJ45
ALT-B :: Alternative-B pair as defined by IEEE – Also referred to as spare pair  or in other words pairs (4,5) & (7,8) of RJ45
LLDP :: Link Layer Discovery Protocol as defined by IEEE
TLV :: Type, length, Value field of LLDP
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